Guide to System Settings for
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Disclaimer : The following section is meant only to provide guidance to bidders about the System Settings
for the MISTC website . These guidelines are subject to change from time to time. Vendors are advised to
keep checking the latest guidelines from the website to keep themselves updated. They may also contact
the Helpdesk to seek clarification/s on any point. MSTC shall not be responsible for any mistake
committed by any bidder or for any consequent loss to the bidder due to misinterpretation of anything
written hereunder.

PC/System requirements-Windows 7 and above, IE-version 9 and above, latest Java version (JRE-
Windows X86 Offline).
Open the website- www.mstcecommerce.com on the Internet Explorer.

& hitp://cma mstcauction.com/eproc/index jsp v arch .| 1
@ ’ 6|/ search p
‘ £ MSTC E-Commerce x|
File Edit View Favorites Tools Help
i o Agodacom [ TipAdvisor

Vendor Login Buyer Login About the Portal

This version of e-Procurement platform of MSTC has been loaded with

Do you want AutoComplete to remember web form entries?  Learn sbout AutoComplete
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BROWSER SETTINGS

In brief: Please click on ‘Tools’ from the menu bar of the browser:

Turn off ‘Pop up

Blocker’

WY  Pop-Up Blocker
Enable Java Plug

In

S Manage Add-Ons
Add

mstcecommerce.com
N Compatibility View Settings

-General
-Security-Internet Zone
and Trusted Sites Zone

-Advanced

Internet Options

Pop-Up Blocker

Select ‘Pop up Blocker’ = select ‘Turn off Pop-Up Blocker’.

&5 nttp.//cma.msteauction.com/ eproc/index.jzp ~ & || search... o~
| @ MSTC E-Commerce x |[ 3
File Edit View Favorite: [EEI Hele
B = Agoda.com [l TipAN Delete browsing historym Ctrl~Shift+Del
InPrivate Browsing Curle Shifte P
Turn on Tracking Protection
ActiveX Filtering

Fix connection problems

Reopen last browsing session
Add site to Apps

View downiosds ae | MSTC

Pop-up Blocker > Turn off Pop-up Blocker
Windows Defender SmartScreen Filter Pop-up Blocker settings

Manage media licenses
Manage add-ons

: - USINESSES
Compatibility View settings
ed. SE OF DOING BUSINESS

Performance dashboard Ctrl+Shift-U
F12 Developer Tools

ANNO Add to Evernote 5 e Certificate to participate in tenders. Buyer/Vendor must have valid Class-1ll Digital Signz
OneNote Linked Notes
Lyne Click to Call
Send to OneNote

Report website problems jout the Portal View Event Details >

Internet options

©  usermame
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Manage add-ons

= (=) X
e @ http://cma.mstcauction.com/epro ~ ¢ | Search... P~ ;

| @ MsTc E-Commerce x [
File Edit View Favorites Help

% - Agoda.com & TripAd: Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+ Shifts P
Turn on Tracking Protection
ActiveX Filtering

Fix connection problems.

Reopen last browsing session

Add site to Apps

View downloads Cul+)
Pop-up Blocker >
Windows Defender SmartScreen Filter >

Manage media licenses
Manage add-ons
Compatibility View settings
Subscribe to this feed.

Feed discovery

Performance dashboard Ctrl+Shifts U
F12 Developer Tools

ANNO Add to Evernote 5 both Signing & Encryption type Certificate to participate in tenders. Buyer/Vendor must h
OneNote Linked Notes

Lyne Click to Call
Send to OneNote

Report website problems out the Portal View Event Details >

Internet options

This version of e-Procurement platform of MSTC has been loaded with
©  Username various bidding modules, like html & ex sed bidding, multicurrency

bidding, erse Auction, QCBS, etc., to cater the needs of different
buyer organizations S T~ v

Toolbars and Extensions- Check if the Java plug-ins are enabled.

G & http://cma. mstcauction.com/eproc = & || Search.. D= n o @
& MSTC E-Commerce % |[
e Edit Vie te elf

1 oo Agoda.com nTn‘pAdvi!ur

Manage Add-ons elpline No.: 033-22901004

View and manage yeur Intemet Explorer add-ens

Add-on Types Name Publishes ‘ Statui Architecture  Load tir &

&} Toolbars and Extensions Send to OneNote ot Available Enabled 32-bit and ...
1§ Search Providers OneNote Linked Nates et Available Enabled 32-bit and .

Add to Evernote 3 Nat Available Enabled 32-bit and ...
ElAccelentors
Oracle America, Inc.
) Tracking Pratection

Java(tm) Plug-In 55V Helper Oracle America, Inc. Enabled 32-bit

Java(tm) Plug-In 2 55V Helper Oracle America, Inc. Enabled 32-bit
Tenec Inc,

. IDM integration (IDMIEHIprObj ... Tonec Inc. Disabled 32-bit and ...
Show:

Currently loaded add-ons B <

Select an add-on to modify status or view details, I

ANNOUNCEMENTS: ders. Buyer/Vendo

Vendor Legin view Event Details >

Find more toclbari and extensions.
NE [ Learn more about toclbars and extensions

T uyer organizations v

In case they are disabled, click on each options under ‘Oracle America.inc’, and click on ‘Enable’ (as the
JAVA plugins are enabled, the button is showing ‘Disable’)
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e & http://cma.mstcauction.com/eproc/ - ¢ Search... foRd

(& MSTC E-Commerce % [T
File Edit Vie Favorites  Tools  Help

& = ! TripAdvisor

Manage Add-ons

View and manage your Intemet Explorer add-ons

Add-on Types Name Publisher Status Architecture  Load tir
Send to OneNote Not Available Enabled 32-bitand ...
OneMote Linked Notes Not Available Enabled 32-bitand...
Add to Evernote 5 Not Available Enabled 32-bitand ...

@ Toolbars and Extensions
2 Search Providers

B Accelerators Oracle Americs, Inc.

(® Tracking Protection Java(tm) Plug-In S5V Helper Oracle America, Inc. Enabled
Java(tm) Plug-In 2 SSV Helper Oracle America, Inc. Enabled 32-bit
Tonec Inc.
IDM integration (IDMIEHIprOb; ... Tonec Inc. Disabled 32-bitand...
Show

Currently loaded add-ons

Certificate to partic

Java(tm) Plug-In S5V Helper
Oracle America, Inc.

ANNOUNCEMENTS: J version: 80.2410.7 Type: Browser Helper Object

File date: Friday, April 3, 2020, 11:10 AM Search for this add-on via default search provider
More information

—

Vendor Login |View Event Details >

o Find more toolbars and extensions...
Username | eam more about toolbars and extensions

Click on ‘Compatibility View Settings’.

& nitp/cma.mstcauction.com/ epre ~ & || Search... 0~ n £

| & MsTC E-Commerce x
File Edit View Favorites Help

. Agoda.com B8 TripAdy Delete browsing history... Ctrl+ Shift+Del
InPrivate Browsing Ctrl+Shift-P
Turn on Tracking Protection C 3 TRVl 8 Helpline No.: 033-22901004

ActiveX Filtering
Fix connection problems.
Reopen last browsing session
Add site to Apps

View downloads Ctrle)
Pop-up Blocker >
Windows Defender SmartScreen Filter >

Manage media licenses
Manage add-ons
Compatibility View settings
Subscribe to this feed.

Feed discovery

Performance dashboard
F12 Developer Tools

ANNO Add to Evernote 5 Signature both Signing & Encryption type Certificate to participate in tenders. Buyer/Venc
OneNote Linked Notes
Lyne Click to Call
Send to OneNote

Report website problems jout the Portal View Event Details >

Internet options.

sion of e-Procurement platform of MSTC has been loaded with
(2] Username various bidding modules, like html & excel based bidding, multicurrency

bidding, Reverse Auction, QCBS, etc., to cater the needs of different
buyer orga ions

When the website * www.mstcecommerce.com ’ appears on the text box, please click on ‘Add’ button

and close the box.
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Compatibility View Settings x

~ @ ¢ | | Search... 0o~

1, Change Compatbsilty View Settings

Websites you've added to Compatiiity View:

MSTC

All You Need to Know About

— — ECOMMERCE
l?luseM:ansoﬁcmubl-lvhu BUSI NESSES

Learn more by reading the Internet Explorer privacy statement
EASE OF DOING BUSINESS
Close

|

A he Portal
Vendor Login Buyer Login bout the Porta

This version of e-Procurement platform of MSTC has been loaded with
(2] dro various bidding modules, like html & excel based bidding, multicurrency
Y 9 e
bidding, Auction, QCBS, etc., to cater the needs of different

buyer organizations > S 5,

Under the ‘Internet Options’, the following tabs will open and to be set as explained below:

Tools=>Internet Options=> ‘General’ Tab followed by ‘Settings’, the option ‘Every time | visit the

webpage’ has to be selected. / /
- 70X .

Website Data Setting X ~ & || Search... o~

P General | Security Privacy Content Connections  Programs  Advanced

Temporary Intemf Files  History  Caches and databases
B Home page
4 l/? To create home page tabs, type each address on its own ine. Internet Explog ’S"gfs“D'E”““E"Dag“"“g and media

http://hp15-comm.msn.com/?pe=HRTE Check for

Use current Use default Use new tab Automatically
Startup Never
(O Start with tabs from the last session isk space to use (8-1024VE) 330 (£
@ Start with home page {Recommended: 50-250ME)
Tabs Current location:
Change how webpages are displayed in tabs, = C:\Users\tanma\AppData L ocal Microsoft Windows INetCachey

Browsing history

Move folder... Vi bjects View fil
Delete temporary files, history, cockies, saved passwords, and web it s e

form information.

[]Delete browsing history on exit
EASE OF DOING BUSINESS

Delete... Settings

Appearance

Colors Languages Fonts Accessibility

oK Cancel Aply  ass-1lI Digital Signature both Signing 8 Encryption type Certificate to participate in tenders. Buyer/Vendo

Vendor Login Buyer Login About the Portal View Event Details >

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency
iddi e Auction, QCBS, etc., to cater the needs of different
ations

buyer orga
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On clicking ‘Delete’ of the ‘General’ Tab, mark the check boxes as shown in the screenshot below and
click on ‘Delete’.

N - Delete Browsing History > —
‘ By N = & | Search. o~
General | Securi riva onten jonnections  Programs wance 17| P Favorites website data
| Seanityl]lrnvacy|IComter] =2 Bog £ 2 | e e ot s
1| ome page websites to retain preferences and display faster.
4 l/? T create home page tabs, type each address on its own line
a " —— Internet files and website files
nittp://hp15-comm.msn.conf/fpe=HRTE Copies of webpages, images, and media that are saved for faster
viewing.
Cookies and website data
=T @ Beevn =D T Files or databases stored on your computer by websites to save
preferences or improve website performance.
Startup Histon
(O start with tabs from the last session List of websites you have visited.
(@ start with home page
Download History
Tabs List of files you have downloaded.
Change how webpages are displayed in thbs Tabs
[Form data
Browsing history Saved information that you have typed into forms.
Delete temporary files, history, cookies, syved passwords, and web
form information. [ Passwords
Saved passwords that are automatically filed in when you sgn in
[Ielete browsing history on exit ooty ey
Delete.. Settings [ Tracking Protection, ActiveX Filtering and Do Not Track
Alist of websites exduded from filtering, data used by Tracking
Appearance Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.
Colors Languages Fonts Accessibility
About deleting browsing history Delete .. . .. .
oK Cancel Apply lass-11l Digital Signature both Signing & Encryption ty

Vendor Login Buyer Login About the Portal View Event Details >
This version of e-Procurement platform of MSTC has been loaded with
bidding, R Auction, QCBS, etc., to cater the needs of different

ns

Security-Internet Zone

Under ‘ Security ' tab select ‘ Internet ' and then click on ‘ Custom level ’

v @ | Search. O~ &

£ MSTC E-Commerce

File Edit View Favorites Tools Help

& &) Welcome to MSTC Eauction... &) Admin | IntereQptions ? X |ne Allocation &) cma_demo /£ Welcome to MSTC E-Com... &) common portal

General Security Prigfy Content Connections Programs  Advanced

Select  zone to ffew or change security settings.

. ‘é (', ®

Local intranet  Trusied stes Restcted stes
Internet

) s zone is for Intemet websites,
except those listed in trusted and

restricted zones.

Security level for this zone

Custom | version of e-Procurement platform of MSTC has been loaded with
Customa settings. ous bidding modules, like html & excel based bidding, multicurrency

To change the settings, dlick Custom levs X
3 \': i;".zi ,,i::\,,’,';i;ed semig;’,":f Hing, Reverse Auction, QCBS, etc., to cater the needs of different
er organizations

[[Jenable Protected Mode (requires restafii Internet Explorer)

A Custom level... Default level

Reset all zones to default level

=

& Reset Password (4] Register

Uncheck the Enable Protected Mode

The ‘Enable Protected Mode’ has to be unchecked.
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Enable ActiveX Controls

Enable all the ActiveX Controls and plug-ins as provided in the screenshots below

8 nt amstcauction.com/e
€ MSTC E-Commerce

File Edit View Favorites Tools Help

§ 2] Welcome to MSTC Eauction.. € Admin |

Secity Settings - Internet Zone

Sel

@ Allow ActiveX Filtering
Disable
@ Enable
4 Allow previously unused ActiveX controls to run without pron
sable
® Enabie
¥ Allow Scriptiets
Q pisable

Q Prompt
4 Automatic prompting for ActiveX controls
isable

Enable
inary and script behaviors
Q Administrator approved

(&) Userna

< >
*Takes effect after you restart your computer

& | Passw¢
Reset custom settings

Resetto:  Medium-high (default) v Reset...

& Reset Password

8 nt amstcauction.com/ep
€ MSTC E-Commerce

File Edit View Favorites Tools Help

§ 2] Welcome to MSTC Eauction.. € Admin L

Security Settings - Internet Zone

Settings

4 Binary and scrpt behaviors ~
O Administrator approved
Disable
Enable
splay video and animation on a webpage that does not use|
Disable
@ Enable
+ Download signed ActiveX controls (not secure)
Q bisable
(®) Enable (not secure)
O Prompt (recommended)
¢ Download unsigned ActiveX controls (not secure)
") Disable (recommended)
(@ Enable (not secure)
O rompt
«_ Initialize and script ActiveX controls not marked as safe for s
O pisable (recommended) v
< >

(&) Userna

*Takes effect after you restart your computer

&

Passwg
Reset custom settings

Resetto:  medium-high (default) v Reset...

& Reset Password

#_ ActiveX controls and plug-ins ~

O pisable v

~ & | Search.

Ine Allocation & cma_demo &) Welcome to MSTC E-Com...

&) common portal

e Portal

ersion of e-Procurement platform of MSTC has been loaded with
1s bidding modules, like html & excel based bidding, multicurrency
Ing, Reverse Auction, QCBS, etc., to cater the needs of different
organizations

~ @& | Search.

Ine Allocation &’ cma_demo &) Welcome to MSTC E-Com...

&) common portal

View Event Details >

Portal

ersion of e-Procurement platform of MSTC has been loaded with »
s bidding modules, like html & excel based bidding, multicurrency ~

Ing, Reverse Auction, QCBS, etc., to cater the needs of different S
organizations A

View Event Details >
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@ nt amstcauction.com/e ~ G | search. 0o~
& MSTC E-Commerce

File Edit View Favorites Tools Help
& 21 Welcome to MSTC Eauction... &' Admin | Ine Allocation &) cma_demo &) Welcome to MSTC E-Com.. &) common portal
Security Settings - Internet Zone

Settings

+ Initialize and script ActiveX controls not marked as safe for £ A
O Disable (recommended)
(®) Enable (ot secure)
O prompt

4. Only allow approved domains to use ActiveX without prompt

¥ Run ActiveX controls and plug-ins

(O Administrator approved

ersion of e-Procurement platform of MSTC has been loaded with
© | Userna @ Script ActiveX controls marked safe for scripting™ is bidding modules, like html & excel based bidding, multicurrency
O Disable v Ing, Reverse Auction, QCBS, etc., to cater the needs of different
< > organizations
*Takes effect after you restart your computer

&

Passwq
Reset custom settings
Resetto:  Medium-high (default) v Reset...

& Reset Password

v N v
‘ H 7
Enable ‘Access data source across domains
e ep ~ @ | Search. 0O~ g
£ MSTC E-Commerce
File Edit View Favorites Tools Help
2] Welcome to MSTC Eauction... ] Admin’ Ine Allocation &) cma_demo &) Welcome to MSTC E-Com.. &) common portal

Security Settings - Internet Zone X

Portal

Vendor Logi View Event Details >

ersion of e-Procurement platform of MSTC has been loaded with »
s bidding modules, like html & excel based bidding, multicurrency ~
AN

(&) Userna

Ing, Reverse Auction, QCBS, etc., to cater the needs of different
organizations A

*Takes effect after you restart your computer

&

Passwg

Reset custom settings

Resetto:  medium-high (default) v Reset...

& Reset Password

Click on ‘OK’.
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Please select ‘Disable’ for ‘Use Pop up Blocker’.

e B Hitpy/cmamsteauctioncom/e - & [ Searen. o~ 3

€ MSTC E-Commerce

File Edit View Favorites Tools Help

¥ 2] Welcome to MSTC Eauction... &) Admin | Ine Allocation &) cma_demo &) Welcome to MSTC E-Com... &) common portal

Security Settings - Intgfnet Zone X

Settings

@ Enabe ~
O rompt

Use Pop-up Blocker

@ oisable

O enable

Use Windows Defender SmartScreen

Q pisable

@ Enable

Userdata persistence

Portal View Event Details >

ersion of e-Procurement platform of MSTC has been loaded with
©  Userna &) scripting is bidding modules, like html & excel based bidding, multicurrency
£) Active scripting v Ing, Reverse Auction, QCBS, etc., to cater the needs of different
< > organizations
*Takes effect after you restart your computer

jebsites in less privilaged web content zone can navigate in

&

Passwq

Reset custom settings.
Resetto: | Medium-high (defoutt) v Reset...

& Reset Password

8 nt amstcauction.com/ep ~ & | Search. 0O~ g

€ MSTC E-Commerce

File Edit View Favorites Tools Help

# 21 Welcome to MSTC Eauction... &) Admin |

Ine Allocation &) cma_demo &) y€icome to MSTC E-Com.. &) common portal

Security Settind - Internet Zone X

Settings

Portal View Event Details >

& Enable XSS fiter
O Disable
® Enable
&) Scripting of Java applets
i—\ :‘“:I‘e ersion of e-Procurement platform of MSTC has been loaded with
O froimet 1s bidding modules, like html & excel based bidding, multicurrency
§&, User Authentication Ing, Reverse Auction, QCBS, etc., to cater the needs of different
< > organizations
*Takes effect after you restart your computer

©  Userna

&

Passwg

Reset custom settings
Resetto:  medium-high (default) v Reset...

& Reset Password
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Security-Trusted Sites Zone

Uncheck the ‘Enable Protected Mode’.

The ‘Enable Protected Mode’ has to be unchecked.

Internet Options ? ol
- & || search... o -
General Security Privacy Content Conpflctions Programa Advanced

Internet  Local Intranet

’ RN NP7 @8 Helpline No.: 033-22901004

Trusted sites

e zone contamaflcbates that you LI
Cuni et o Gamplla voir computr ¢

76 Use the recommended settings, dick Default level.

[ Enable Protected Mode (requires restarting Internet Explorer)
Customlevel... | | Defaultlevel

Reset all zones to default level |

| —=T— cancel | Apply endor must have valid Class-111 Digital both E-" vp type C to participa

Vendor Login uyer Login Lo View event Detaila > |

Add the website in Trusted Sites

Please click on tab ‘Security’ and select ‘Trusted Sites’ followed by ‘Sites’.

Internet Options ? X

~ ¢ || Search... P~ | e
General Security Privacy Content Connections Programs  Advanced

Select a zone to view or change security settings.

@ ¢

Internet  Local intranet Restricted
sites.

Trusted sites

This zone contains websites that you RE—
trust not to damage your computer or

your files.

You have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, diick Custom level.
-To use the recommended settings, dlick Default level.

[JEnable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level
| Resetal zones to defauitlevel |
[I] Cancel | | Apply  |/Vendor must have valid Class-Ill Digital Signature both Signing & Encryption type Certificate to participa’

Vendor Login Buyer Login Abiout the Portal View Event Details >

[ Double Click To Show Blank Area |

This version of e-Procurement platform of MSTC has been loaded with RN
various bidding modules, like html & excel based bidding, multicurrency s "'v'Q\
bidding, Reverse Auction, QCBS, etc., to cater the needs of different \§ "

buyer organizations
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Please add https://www.mstcecommerce.com by clicking button ‘Add’. Please ensure the check box

‘Require server verification (https:) for all sites in this zone’ is unchecked. Please close the box.

‘ ~ @ C || Search... P~
Trusted sites X
Ll You can add and remove websites from this zone, All websites in
12 this zone will use the zone's security settings.
Add this website to the zone:
[ ttps:/Avwew. metcecommerce.com | CALEULILEEE M O Helpline No.: 033-22901004
Websites:

Remove

MSTC

All You Need to Know About

- ECOMMERCE
BUSINESSES ¥ &

("] Enable Protected Mode (requires restarting Internet Explorer) ‘:@ g
Custom level... Defaultlevel EASE OF DOING BUSINESS (‘ .
A

Reset all zones to default level °

[JRequere server verification (https:) for all sites in this zone

oK Cancel Apply | Digital Signature both Signing & Encryption type Certificate to participate in tenders. Buyer/Vendor mus:

A About the Portal
Vendor Login Buyer Login View Event Details >
s version of e-Procurement platform of MSTC has been loaded with
©  droy s modules, like html ed bidding, multicurrency
R n, QCBS, etc or the needs of different

Uncheck the ‘Enable Protected Mode’.

The check box against ‘Enable Protected Mode’ has to be removed.

Internet Options ? X

v || Search. I RARORAR )

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Local intranet Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, diick Custom level.
-To use the recommended settings, dlick Default level,

[CJEnable Protected Mode (requires restarting Internet Explorer)

Customlevel.. | | Defatlevel |
Reset all zones to default level
|I| Cancel | Ay /Vendor must have valid Class-Ill Digital Signature both Signing & Encryption type Certificate to participa'

Vendor Login Buyer Login About the Portal

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency
bidding, Reverse Auction, QCBS, etc., to cater the needs of different

buyer organizations
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Enable the ActiveX Control

Please enable all the ActiveX Controls and plug-ins as provided in the screenshots below.

= ~ & || Search... P~
Security Settings - Trusted Sites Zone X [

Settings

|, ActiveX controls and plug-ins ~

€
P
o
| 9] Allow Activex Filtering
O Disable
(@ Enable
@] Allow previously unused ActiveX controls to run without prom
QO Disable
@ Enable
¥ Allow Scriptiets
O Disable

@ Enable
QO Prompt

@) Automatic prompting for ActiveX controls

O Disable All You Need to Know About

P e R ' ECOMMERCE CSeee

BUSINESSES W\ &z

N
EASE OF DOING BUSINESS

< >

*Takes effect after you restart your computer

Reset custom settings
Resetto: [ vedium (default) v Reset...

e in tenders. Buyer/Vendor must have valid Class-IIl Digital Signature both Signing & Encryption type C¢

Vendor Login Buyer Login Aboutthe Portal View Event Details >

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency

©  Username

¢ :
g
f
il

bidding, Reverse Auction, QCBS, etc., to cater the needs of different
buyer organizations

v (|| Search.. Pl

Security Settings « Trusted Sites Zone

Settings

® Enable A
9| Binary and script behaviors
O Adinistrator approved
(O Disable
® Enable
¥, Display video and animation on a webpage that does not use
O Disable
® Enable
¥| Download signed ActiveX controls
O Disable M STC
@® Enable
O Prompt
#| Download unsigned ActiveX controls All You Need to Know About
() Dsable

® e ’ ECOMMERCE

() Bramnt

< >

*Takes effect after you restart your computer B U SI_N_E_SS E S \ )

AR e EASE OF DOING BUSINESS
Resettor | vadum (default) v Reset..,

(5]

ok 17 I th Signing & Encryption type Certificate to participate in tenders, Buyer/Vendor must have valid Class-Ill

About the Portal
Vendor Login Buyer Login bout the Porta

This version of e-Procurement platform of MSTC has been loaded with

b
®
various bidding modules, like html & excel based bidding, multicurrency N o
bidding, Reverse Auction, QCBS, etc., to cater the needs of different R e
buyer organizations s y
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Security Settings - Trusted Sites Zone

Settings

s o P

¢/ Initiskze and script ActiveX controls not marked as safe for 5 A
O Disable
® Enable
O Prompt
¥/ Only allow approved domains to use ActiveX without prompt
O Disable
® Enable
¥/ Run ActiveX controls and plug-ns
() Administrator approved
O Disable
® Enable
O Prompt
¥| Run antimalware software on ActiveX controls
O Disable
@® Enable
4] Ervind Arbrin¥ rantvnle markad rafa far rerinbina®

< >
Takes effect after you restart your computer

Reset custom settings
Reseto: | vadum (default) v Reset,.,

o ]| o

S

Vendor Login Buyer Login

0 Username

Security Settings - Trusted Sites Zone

Settings

® Enable A
) Script ActiveX controls marked safe for scripting®
O Disable
@® Enable
O Prompt
s Downloads
w? Fie download
O Disable
® Enable
¥ Font download
O Disable
® Enable
O Prompt
o Enable NET Framework setup
O Disable

(@) Fnahla

s i P

*Takes effect after you restart your computer

Reset custom settings
Resetto: | Madium (default) v Reset..,

5] oo

Ok [ Cancal | T TH

Vendor Login

e Username

* G || Search.. R~ i &

MSTC

All You Need to Know About

ECOMMERCE

EASE OF DOING BUSINESS

About the Portal

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency

bidding, Reverse Auction, QCBS, etc., to cater the needs of different
buyer organizations

~ G || Search.. R~

MSTC

All You Need to Know About

ECOMMERCE

EASE OF DOING BUSINESS

Buyer Login

enders. Buyer/Vendor must have valid Class-1ll Digital Signature both Signing & Encryption type Certific

About the Portal

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency
bidding, Reverse Auction, QCBS, etc., to cater the needs of different
buyer organizations
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Please select ‘Disable’ for *

Security Settings - Trusted Sites Zone
Settings
[ O Disabe

(® Enable
| Submit non-encrypted forry/data
0

s s P

] Use Windows Defender SmartScreen
O Disable
® Enable
| Userdata persistence
O Disable
© Enable
3
*Takes effect after you restart your computer

Reset custom settings
Resetto: | madum (default)

L)
Waheitae in lare aridanad wah rantant 1nna £an navinate in

v

o ]| o

J

L * (|| Search.. P~

MSTC

All You Need to Know About

ECOMMERCE
BUSINESSES

EASE OF DOING BUSINESS

Reset..,

Vendor Login

About the Portal

Buyer Login

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency A
bidding, Reverse Auction, QCBS, etc., to cater the needs of different
buyer organizations




16 |Page

Security Settings - Trusted Sites Zone

Settings
O Prompt
cripting
Active scripting
O Disable
@ Enable
O Prompt
5| Allow Programmatic cipboard access
O Disable
O Enable
@ Prompt
) Allow status bar updates via script
O Disable
@ Enable

EEY |, 1

Reset custom settings
Reset to: | Medium (default)

| Allow websites to pr\mpt for information using scripted winde

v

MSTC
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ECOMMERCE
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EASE OF DOING BUSINESS

Vendor Login

Buyer Login

Security Settings - Trusted Sites Zone

Settings

FY

| Allow status bar updates via script
O Dable
@ Enable
5 Allow websites to prompt for information using scripted windc
© Disable
@ Enable
Enable XS5 filter
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%

)

“Takes effect after you restart your computer

Reset custom settings
Resetto! | Medium (default)

Search... o
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bidding, R
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ECOMMERCE
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EASE OF DOING BUSINESS

Vendor Login

Buyer Login

, like ht
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ﬂ-‘r the needs of different

Search...

Once the settings are done, please click on ‘Apply’ followed by ‘Ok’ and close the browser.
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JAVA DOWNLOAD & SETTINGS

Click on ‘JAVA Download’ link and download ‘Windows X86 Offline’ file of latest JRE.

@ https://wiw.mstcecommerce.com/eproc/ - @& C || Search... o~
[ & MSTC E-Commerce
File Edit View Favorites Tools Help

5k - Agoda.com [ TripAdvisor

2 Download java

MSTC

All You Need to Know About

ECOMMERCE
BUSINESSES

EASE OF DOING BUSINESS

Vendor Login Buyer Login About the Portal

This version of e-Procurement platform of MSTC has been loaded with
various bidding modules, like html & excel based bidding, multicurrency ~ .
bidding, Reverse Auction, QCBS, etc., to cater the needs of different S % '

buyer organizations “

Open the ‘Control Panel’ of your system and make sure the display is viewed by ‘Large, Icons’.

All Control Panel Items - b
&« - 1t » Control Panel > All Control Panel ltems Rakel Search Co... ©
Adjust your computer’s settings Viewby: Largeicons ¥

Backup and Restore

Administrative Toals IE AutoPlay {Eb (Windows 7) ﬂ,’ Color Management

Default Programs ‘1!‘ Device Manager % Devices and Printers

Credential Manager

Date and Time DTS Audio Control

Ease of Access Center Energy Star File Explorer Options © File History Flash Player (32-bit)

P o @BN0 &

A Fonts & Indexing Options Intel® HD Graphics Internet Options 10bit Uninstaller
- . Mail (Microsoft Outlook Network and Sharini

&, | Java (22-bi « Keyboard M 9
= lavalisbiy ~ feyboar 2076) (32-bit) @ Mouse Center

. Java (32-bit) =
g H Java Contrel Panel fm . Power Options Programs and Features é Recovery Region
% Remote%\pp and Desktop ‘P Security and Maintenance Sound @ Speech Recognition Storage Spaces

Connections
. 3 . . .
m Synaptics TouchPad @ Sync Center Q System Taskbar and Navigation Troubleshooting
a User Accounts ‘ V\.hndaws Defender @ Windows Mobility Center - Work Folders
Firewall
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Click on ‘JAVA (32 bit)’.

All Control Panel ltems

« « 4 [E > Control Panel > All Contral Panel ltems

Adjust your computer's settings

General! Update Java Security Advanced

About

View version information about Java Cantrol Panel.

~ 0

Viewby: Largeicons ¥

About...
. Network Settings =i :
Administrative Tools @ AutoPlay ‘ Credential Manager
Network settings are used when making Internet connections, By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.
Date and Time 6 Default Progran Network Settings... 5 DTS Audio Control
Temporary Intemet Files
B Ease of Access Center B Energy star Files you use in Java applications are stored in a special folder for quick executon later. Orly Flash Player (32-bit)
o =] advanced users shoud delete fles or modify these settings.
- . . Settings... View... o
A Fonts ] Indexing Option Java in the browser is enabled. 10bit Uninstaller
See the Security tab Network and Shari
&, | Java (32-bit Keyboard eworkan anng
= (: ) <. Key Center
Q Phone and Modem \@ Power Options Region
RemoteApp and Desktoj . 5
.PP P QW Security and M 1 g Storage Spaces
Connections \
m Synaptics TouchPad @ Sync Center ftion @ Troubleshooting
% User Accounts ﬂ Windows Defer] s ot
Firewall Ve ULy oo T I

Search Co...

x
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Click on the tab ‘Security’,

Please ensure the JAVA content is enabled for browser by checking the box. The security level for the

application to be kept ‘High'.

« « 4 [E > Control Panel > All Contral Panel ltems

Adjust your computer's settings

Administrative Tools

Date and Time

Ease of Access Center

Fonts

Java (32-bit)

Phone and Modem
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RemoteApp and Desktop
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{

AutoPlay

Default Prograr|

Energy Star

Indexing Optior

Keyboard
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Security and M

Sync Center

Windows Defer]

2] Java Control Pane™\)

General Update Java Secuwrity Advanced

Enable Java content for browser and \Web Start applications

Security level for applications not on the Exception Site st

) Very Hich

Only Java applications identified by a certificate from a trusted authority are alowed to run,

and only if the certificate can be verified as not revoked.

(@ High

Java applications identified by a certificate from a trusted authority are allowed to run, evenif

the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched fram the sites listed below will be allowed to run after the appropriate security

prompts.

th:f,’una.mstcaumnn.tnm

Restore Security Prompts

Edit Site Li
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View

Largeicons ¥
‘aﬂ Credential Manager
5 & DTS Audio Control

. Flash Player (32-bit)

. 10bit Uninstaller

KA Network and Sharing
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dit entries on the Exception Site List|

Manage Certificates...

Cancel Apply
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x
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Add the website
location box.

Adjust your computer’s settings

Administrative Tools

Date and Time

Ease of Access Center

Fonts

Java (32-bit)

Phone and Modem

RemoteApp and Desktop
Connections

Synaptics TouchPad

User Accounts

Control Panel kems

https://www.mstcecommerce.com by clicking
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£ Java Control Panl - b

General Update Java Security Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site st
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| Exception Site List

. Location
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Windows Defe#
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Adjust your computer’s settings
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RemoteApp and Desktop
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Add Remove
{ly FILE and HTTP protocols are considered a security risk.
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(] Java Control Panel - X
General Update Java Security Advanced
Enable Java content for browser and Web Start applications
Security level for appiications not on the Exception Site fist
() Very High i
|£| Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
.. Location
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Add Remove
g FILE and HTTP protocols are considered a security risk.
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Click on ‘Continue’.

All Control Panel ltems - x
<« v » Control Panel > All Control Panel ltems v & | Search Co. P
Adjust your computer's settings Viewby: Largeicons ¥

- . Backup and Restore 1 .
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Once the URL is added, please close the box.
All Control Panel ltems - x
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Go to the tab ‘Advanced’ and JAVA Console as ‘Show Console’.

All Control Panel ltems

« « 4 [E > Control Panel > All Contral Panel ltems

Adjust your computer's settings
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. Date and Time
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